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When Push Comes to Shove: 

A Hype-Free Guide to Evaluating Technical Solutions to Copyright Infringement on 

Campus Networks 

For years, university administrators have faced a growing challenge: fighting copyright 
infringement on campus networks. Confronting this challenge has not been easy and 
neither has choosing the right tool for the job. Universities that choose to take on this 
task have employed a range of strategies, from education in the residence halls, to 
increased enforcement of network use policies, to cooperating with the recording industry 
in its controversial litigation campaign against peer-to-peer (P2P) file sharers. Others 
have chosen to resist these tactics and stand with their students in motions to quash 
record industry subpoenas for student identities. Others are looking at adopting a 
different strategy: implementing technical solutions such as Audible Magic, Packeteer, or 
ICARUS. Some combine aspects of all the above. 

With regard to technical solutions, the results have been mixed. Many of these tools fail 
to stop the majority of network infringement. Others bring about temporary peace, but 
only at the expense of limiting student access to critical resources and applications. In 
some cases, using the technology means conducting detailed surveillance of all campus 
network traffic, posing a threat to the privacy of the university community. In others, it 
means turning over to copyright holders “remote control” of access to the university 
network. The bottom line is that using technical tools to discourage infringement has 
significant trade-offs. 

This paper is intended to help institutions of higher education critically evaluate the 
principal technological tools and policies being used to enforce copyright on campus 
networks. 1 It first explores where the goals of copyright holders and universities overlap 
and where they conflict. It then discusses the pros and cons of the major solutions and 
explores alternatives. Finally, it offers a series of questions designed to help university 
IT professionals develop criteria for evaluating future tools as they come to market. 

Competing Goals 

While there may be overlap in the desire to curb infringement, copyright holders and 
universities otherwise have very different interests. Copyright holders tend to be 
commercial entities with the primary goal of maximizing profit and shareholder value 
through legal enforcement and licensing. Universities, on the other hand, have a more 
public role that includes educating students, judiciously allocating scarce resources, and 
choosing institutional policies that are both ethical and prudent. Following is a sketch of 
how university goals “map” in relation to technical solutions endorsed by copyright 
holders. 



1 For some initial analysis of these issues, see Joint Committee of the Higher Education and Entertainment 
Communities, “University Policies and Practices Addressing Improper Peer-to-Peer File Sharing”: 
<www.acenet.edu/AM/TemplateRedirect.cfm?template=/CM/ContentDisplay.cfm&ContentID=8503>. 
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Goal 1 : Ensuring a High Quality Educational and Research Environment 
The primary mission of the university is to provide an environment that fosters learning 
and research both in and out of the classroom. It’s now commonplace for educators to 
provide students with the “basics” for completing a course of study via campus networks. 
They post syllabi on class websites, distribute course materials (including video lectures) 
online, and use email to offer students after-hours feedback on their work. Increasingly, 
educators are also asking students to publish their assignments online for peer review, 
participate in public discussions in class weblogs, and even take tests online. 2 
Meanwhile, students continue to use the networks for such basic tasks as researching a 
paper or browsing the library catalog. This kind of access is not a luxury - it’s a 
fundamental requirement for today’s students. 

But online learning doesn’t stop there. For those studying computer engineering, media, 
music, art, and fdm, access to the network is a key to the lab, studio, or cutting room. 
Universities are hubs of innovation, and restrictions on essential resources for learning 
and experimentation have real costs. For example, both Google and Yahoo! were 
founded by Stanford University students who had access to an open, unfettered campus 
network that allowed them the freedom to write and deploy their own indexing and 
search applications using university networking resources. They didn’t have to build 
Internet technologies on a locked-down facsimile of the Internet - they built them on the 
real thing. It is in this context that the decision to adopt a technical solution that disrupts 
“end-to-end” communication 3 or automatically bumps a student off the network should 
be carefully considered. 

Goal 2: Properly Allocating Technical Resources 

Maintaining a university's IT infrastructure is complicated, time-consuming, and 
expensive; moreover, campus IT departments must manage these issues with limited 
resources. Therefore, it is important to examine how technical solutions to copyright 
infringement will impact campus resources in both the short and long-term. How 
effective is the solution? How much does it cost today? How much will it cost next 
year? Will it require maintenance? Will it make the university too dependent on a 
particular vendor? Could these resources be better allocated elsewhere? Answers to these 
questions are critical to assessing whether or not a specific technology meets this goal. 

Goal 3: Discouraging Infringement While Protecting Academic Freedom and Privacy 
Universities have a legitimate interest in discouraging their users from violating the law, 
including copyright law. Yet they also have a duty to protect the legitimate interests of 
university users, including the right to privacy and the right to make “fair use” of 
copyrighted materials - an activity central to academic life. The baby should not be 
thrown out with the bathwater; it is critical that privacy and academic freedom are not 
superseded by copyright infringement concerns. 

Moreover, universities have a strong interest in seeing that when its members are accused 



2 See, for example, “Marxism and Cultural Studies,” a course website by an instructor at Pomona College: 
<http://classes.plannedobsolescence.net/149/> 

3 See Wikipedia, “End-to-end principle”, < http://en.wikipedia.org/wiki/End-to-end principle d 
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of copyright infringement, they are treated fairly and equitably. Copyright holders today 
have powerful legal tools at their disposal to use against people accused of copyright 
infringement, and students have already become the victims of over-reach. 4 It is in the 
best interest of both the university and its faculty, staff, and students to develop policies 
that protect the privacy interest of the university community, while also providing 
sensible, transparent procedures for addressing claims of infringement. 

Technical Solutions to Copyright Infringement 

Following is a brief overview of the current major technical solutions currently being 
offered to control campus infringement. It is important to note that despite the 
heightened rhetoric surrounding the battle over P2P, none of these solutions are required 
by law. A university may be free of liability for students’ activities despite not having 
taken any technical measures. 5 They are simply tools that may or may not be useful for 
combating infringement on a technical level. 

Content Monitoring and Network Surveillance 

Content-monitoring systems monitor networks for copyrighted material. For example, 
Audible Magic's CopySense is a hardware/software appliance that compares all data 
traveling over the network against a database of “acoustic fingerprints.” The fingerprints 
are generated from copyrighted songs supplied by record companies. If a match is found 
between data on the campus network and a file in the database, the transmission can be 
terminated or simply logged for future disciplinary action. 6 

These systems look good on paper, especially to record companies. The Recording 
Industry Association of America (RIAA) even led a lobbying tour in Washington, DC, to 
sing the praises of Audible Magic to Congress. With content-monitoring and 
surveillance systems constantly scanning university networks for infringement, the RIAA 
argued, students will be technologically prohibited from using the networks for 
infringement. What the RIAA neglected to emphasize, however, was that the entire 
burden of purchasing, implementing, and maintaining these systems would then fall 
squarely on the shoulders of the universities that employ them. Neither the RIAA nor the 



4 For example, Diebold, Inc., a maker of electronic voting machines, accused two Swarthmore students of 
copyright infringement when they posted Diebold internal memos indicating security flaws in the machines 
on their student web pages. Diebold’s accusations led to removal of the information from the pages. Yet, 
later, a California district court determined that Diebold knowingly misrepresented the facts, stating “No 
reasonable copyright holder could have believed that the portions of the email archive discussing possible 
technical problems with Diebold's voting machines were protected by copyright.” See 
< http://www.eff.org/legal/ISP liabilitv/OPG v Diebold/20040930 Diebold SJ Order.pdf >. 

5 In fact, use of some of these systems may expand the risk of liability for universities for copyright 
infringement. While it is beyond the scope of this paper to address, some courts have found that increasing 
institutional ability to intervene in employee or user copyright infringement can expose the institution to 
higher burdens and a higher duty not only to continue policing its system but also a duty to upgrade and 
improve its policing to the highest extent possible or face serious liability. See A&M RECORDS, INC. v. 
NAPSTER, INC., 239 F.3d 1004 (9th Cir. 2001): 
<http://www.law.cornell.edu/copyright/cases/239_F3d_1004.htm>. 

6 For more details on how CopySense works, see Chris Palmer’s “Audible Magic - No Silver Bullet for 
P2P Infringement”: <http://www.eff.org/share/audible_magic.php> 
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